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Chapter 8

SSO Logout

When an end user is logged into your app with their ADP identity, ADP is serving as the OpenID provider (OP) and your app is the OpenID
relaying party (RP). When an end user logs out of your application, your app should allow the end user to log out of their OP account and
redirect the end user’s user agent to the OP’s logout endpoint URL.

Here is an example of a complete OpenID Connect logout URL (with line breaks and spaces for readability).

https://accounts.adp.com/auth/oauth/v2/logout? 

    post_logout_redirect_uri=https://adppartner.com/login

Note:  Be sure to destroy the user's session first in your application before redirecting them to the logout URI.

 

Parameter Description

id_token_hint

RECOMMENDED. Previously issued ID Token passed to the logout endpoint as a hint about the End-User's current authenticated session

with the Client. This is used as an indication of the identity of the End-User that the RP is requesting be logged out by the OP. The OP need

not be listed as an audience of the ID Token when it is used as an id_token_hint value.

post_logout_redirect_uri

OPTIONAL. URL to which the RP is requesting that the end user's user agent be redirected after a logout has been performed. The value MUST

have been previously registered with the OP, either using thepost_logout_redirect_uris Registration parameter or via another mechanism. If

supplied, the OP SHOULD honor this request following the logout.

state

OPTIONAL. Opaque value used by the RP to maintain state between the logout request and the callback to the endpoint specified by the

post_logout_redirect_uri parameter. If included in the logout request, the OP passes this value back to the RP using the state query parameter

when redirecting the User Agent back to the RP.


