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Overview

This section describes the steps for the masking and unmasking of the Tax ID and Birth Date fields.

While using the Beneficiaries API, to see the Tax ID and Birth Date information in the response, the Marketplace Data Connector Profile needs
to be updated per the desired functionality.

Completing Full Masking for Tax ID and Birth Date in ADP Workforce Now

Starting Point: Setup > Security > Access Permissions

1. Select Menu Access.
2. Select the Marketplace Data Connector application profile.
3. Navigate to Sensitive Personal Info > On Screens > Tax ID masking (Practitioner). Then, select Tax ID masking (Practitioner).

4. Navigate to Sensitive Personal Info > On Screens > Birth Date masking (Practitioner) > Birth Date masking (Practitioner).

Important

Do not select Partial Masking = Full Masking & No Edit Permissions and Reveal and Edit Permission.

Result

The Tax ID will be shown without any masking. For example, XXX-XX-XXXX.

Completing Partial Masking without Checking Reveal and Edit Permission for Tax ID and Birth Date in
ADP Workforce Now

Starting Point: Setup > Security > Access Permissions

1. Select Menu Access.

2. Select the Marketplace Data Connector application profile.

3. Navigate to Sensitive Personal Info > On Screens > Tax ID masking (Practitioner).

4. Select Partial Masking.

5. Deselect Reveal and Edit Permission.

6. Navigate to Sensitive Personal Info > On Screens > Birth Date masking (Practitioner).
7. Select Partial Masking.

8

. Deselect Reveal and Edit Permission.



Result
The Tax ID will be shown with partial masking. For example, XXX-XX-9999.

Completing Partial Masking Having Reveal and Edit Permission for Tax ID and Birth Date in ADP
Workforce Now

Starting Point: Setup > Security > Access Permissions

Select Menu Access.

Select the Marketplace Data Connector application profile.

Navigate to Sensitive Personal Info > On Screens > Tax ID masking (Practitioner).
Select Partial Masking.

Select Reveal and Edit Permission.

Navigate to Sensitive Personal Info > On Screens > Birth Date masking (Practitioner).

Select Partial Masking.
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Select Reveal and Edit Permission.

Result

Using the header Accept: "application/json;masked=false", Tax ID is shown without any masking. For example,
999-99-9999.



