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Chapter 4

Batch Processes

Overview

For large volume transactions that don'trequire real-time responses (for example, if there is aneed to verify employment & income for amillion
individuals), we have an asynchronous process that can facilitate these bulk transactions as an alternative to funneling them through our real-
time APIs. There are 3 main steps to this Batch process:

1. Submit job - Submit a job via SFTP by uploading an input csv file along with a configjson file to a secure location. The input must comein a
pair (csvandjson).

2. Get job status - Pingour job status API to find out the status of the job, and whether the job is complete

3. Retrieve output - Retrieve the output via SFTP.

Depending on the size of the input, processing of jobs can take up to 48hrs.

Important

PGP Encryption - Public Encryption Keys

o Input: The csvinput file must be PGP encrypted. Because ADP will be reading these files, ADP will be supplying the
public PGP encryption key to the partner.

e Output: Output files must be PGP encrypted. Because the partner will be reading these files, the partner must supply
their public PGP encryption key to ADP.

Refer to the OpenPGP standard: https://datatracker.ietf.org/doc/html/rfc4880.

1. Submit Job

2 files need to be submitted via SFTP: 1) input file in csv format and 2) config file in json format.

1a. Input file in CSV format

The input file is a CSV file that includes all the individuals for which verifications are needed. This file mustinclude only the following columns
unless otherwise agreed upon with ADP: id, birthDate, uid

e id

o Format: ######4## (SSN with no space or dash)
e birthDate

o Format: YYYY-MM-DD (i.e. 1900-01-01)
e uid

o 16 character length uniquelD

Example File Structure


https://datatracker.ietf.org/doc/html/rfc4880

id birthDate uid

HHEHE YYYY-MM-DD ab211827-825b-447d-9d27-088b9079ed10
iiiaiiind YYYY-MM-DD ab211827-825b-447d-9d27-088b9079ed10
The input file must:

e have the header and the field format specifically as identified above.

e notexceed TMrows.

e bein csvformat and gzip compressed before PGP encryption

e contain newline separators delineating new rows, commas to indicate new field values and the values must not be quoted with quotations.

1b. Config file in JSON format

The filename of this JSON file must match the employee record filename, or else the input data file will not be processed.

The following fields must be included:

e "requestorinfo" (object)
= "marketSegmentCode" (string) - You must use "Batch" if using the batch process.
= "verifierName" (string)
e "associateConsentReceivedindicator" (boolean)
e "verificationType" (string-enum)
» Validvalues: ["enhanced-employment”, "basic-employment-income", "enhanced-employment-income”, "basic-employment-income-
standard-v2", "enhanced-employment-income-standard-v2"]

"responseFilters" (object) - For the full list of available filters, refer to Swagger

= "paidWithin" (string-enum)
= Validvalues: "30","90", "180","365", null
= nullis equivalent to the filter not beingused
= "workerStatus" (string-enum)
= Valid values: "Active”, "Terminated", "All", null
= "Active" signifies workerStatus being either Active or Leave
» nullis equivalent to the filter not beingused
= "payUnitTypelndicator" (boolean)
n Valuevalues: true, false, null
» nullis equivalent to the filter not beingused

{

{

"requestorinfo”: {
"marketSegmentCode": "Batch",
"verifierName": "ABC Bank"

b

"associateConsentReceivedindicator": true,
"verificationType": "enhanced-employment-income-standard-v2",
"responseFilters": {
"paidWithin": "30",
"workerStatus": "Active",
"payUnitTypelndicator": true
}
}



1c. Submitting the files

Submit the two files using naming convention below:

o <filename>.csv.gz.pgp file
o Theinput file must be OpenPGP encrypted using the provided DataCloud public OpenPGP key, using a public key the ADP team will
provide to the partner
o The filename must be unique. If the filename is not unique (for instance, conflicts with an already previously submitted file), the file
will not be processed and the status APl with the filename as the job ID will return a 404 error. We recommend suffixing the filename
with a timestamp to ensure uniqueness
o <filename>.json file
o The config JSON file included in the multipart request mentioned in the previous section must be included as a JSON file
(cannot be PGP encrypted or GZIP compressed)

There will be an approximate 15-minute delay between when the files are submitted and when the status APl will begin returning a "received"
response.

Both the input filename.json and the input filename.csv.gz.pgp files must be included in the root directory titled "toADP" or else the files will
notbe processed.

ADP will provide 2 SFTP accounts to the partner: one for production files and one for test files.

e Example directory structure:
o toADP/filename l.csv.gz.pgp
o toADP/filename l.json
o toADP/filename 2.csv.gz.pgp
o toADP/filename_2.json
e Example incorrect dir structures:
o MissingJSON file containing job metadata
= toADP/filename_l.csv.gz.pgp
o Duplicate filenames
= toADP/filename_l.csv.gz.pgp
= toADP/filename_l.json
= toADP/filename_l.csv.gz.pgp
= toADP/filename_l.json
o Unmatchedfilenames
»  toADP/filename_1.csv.gz.pgp
n  toADP/filename 2 json
o Unencrypted data file
= toADP/filename.csv.gz
= toADP/filename,json

2. Get Job Status (API) (swagger spec)

A separate REST API (HTTPS GET) will help retrieve the status of the submitted job

Input

GET https://verifications.adp.com/core/v2/associate-verifications/processing-jobs/{job-id}/summary

"{job-id}" in the above URL will be the filename of the .csv that was part of the input, minus the extension.


https://d3rvy6eeexk9zn.cloudfront.net/index.html?url=https://d3rvy6eeexk9zn.cloudfront.net/specs/core/associate-data-verification/v1/associate-batch-data-verifications-swagger_v1.json#/
https://api.adp.com/core/v1/associate-verifications/processing-jobs/filename_1/summary

curl --location --request GET 'https://verifications.adp.com/core/v2/associate-verifications/processing-jobs/filename_1/summary' \
--header 'Authorization: Bearer <insert_auth_token_here>'

Response Returns

e Thefilename (original file name submitted as an attachment in the input submission request).

Response file naming structure: <input filename>.<matched|unmatched|error>.<page number>.csv.gz.pgp
e Jobstatus

e Number of matchedrecords
e Number of unmatchedrecords
e Number of error records (invalid inputs, etc)

Example Responses

Scenario 1: Job is submitted, but notyet processed

"processingjobld"; "filename_1",
"processingStatus": "received"

Scenario 2: Job is processed and the output files are delivered (no error file)

{
"processingjobld": "filename_1",
"totalltemCount": 1000000,
"processingCounts": {
"errorCount": 0,
"successCount": 1000000,
"matchedRecordCount": 500000,
"unmatchedRecordCount": 500000
b
"processingStatus": "completed",
"messages": [
{
"messageTypeCode"; "matched",
"resourcelD": "filename_1.matched.0.csv.gz.pgp",
"itemCount": 500000
%
{
"messageTypeCode": "unmatched",
"resourcelD": "filename_1.unmatched.0.csv.gz.pgp",
"itemCount": 500000
}
]

Scenario 3: Job is processed and the output files are delivered (with error file and multiple matched response files)



{

"processingjobld": "filename_1",
"totalltemCount": 7000000,
"processingCounts": {
"errorCount": 2,
"successCount": 999998,
"matchedRecordCount": 500004,
"unmatchedRecordCount": 499998

2

"processingStatus": "completed",
"messages": [

{

"messageTypeCode": "matched"”,
"resourcelD": "filename_1.matched.0.csv.gz.pgp",
"itemCount": 500000

I

"messageTypeCode";: "matched",
"resourcelD": "filename_1.matched.1.csv.gz.pgp",
"itemCount": 4

b
{

"messageTypeCode": "unmatched",
"resourcelD": "filename_1.unmatched.0.csv.gz.pgp",
"itemCount": 499994

b
{

"messageTypeCode": "error",
"resourcelD": "filename_1.error.0.csv.gz.pgp",
"itemCount": 2

}
]

Scenario 4: Job not found (response code = 404)

{

"_confirmMessage": {
"messageDateTime": "2022-08-09",
"requestID": "f74cc059-6411-4722-95bf-f5a94be69a3a",
"processingStatus": "not found",
"messages": [

{

}
]
}
}

"messageCode": 404,
"messageTypeCode": "error",
"messageText": "Job not found with job id: 123"

Additional Notes

The processingloblD will hold the value of the input file name sans the suffix. For example, if the input filename pair is filename_l.csv.gz.pgp

& filename 1 ,json, processingloblD in the job status APl would be "filename 1". Thus, to ensure uniqueness in the filenames andjob ids, we
recommend using the current epoch timestamp as the filename value

Please note that the filename format in the response is: "<input filename>.<file status>.<file number>.csv.gz.pgp" (output files are pgp
encrypted using the partner provided)

<file status> can be either matched, unmatched, or error. Essentially, all 200 HTTP codes go into the matched file, all 404 HTTP codes intoan
unmatchedfile, andall other records (i.e. 400 HTTP codes) go into the error file

<file number> is incremented by 1 for each <file status> depending on the number of the files. Index starts at 0. There can be multiple numbers
of files for each file type: matched, unmatched, error

The partner must poll for each job status

An error, matched, or unmatched file is only generated when thereis a value in it. For example, if an input file yields O matches, then a matched
file will not be generated. Conversely, if an input file yields 100% match, then an unmatched file will not be generated



3. Retrieve Output (SFTP)

Output response retrieval will always be SFTP (fromADP folder) once the Get Job Status API's (mentioned in the previous section)
"processingStatus" field is marked as "completed" and the HTTP response code of the status APl returns an HTTP 200 code. Partner will:

e login toSFTP toretrieve the response file(s)
e transfer the file from the SFTP site to a destination, and then have to use the valid private key to decrypt the PGP file
e decompress the gzip-compressed response files.

Response Format

e FEach newentry/record/row in the response file is delineated with a newline character

e FEach fieldis dilineated with a pipe character, i.e."|'

e Theheader rowis containedin the response file

e The"uid" field contains the uid value from the input file

e The"responseData" field contains the output verification data that corresponds to the "uid" value providedin the input file andis a JSON

encoded string
uid responseData

db214827-825b-44Td-

{"governmentID": {"id": "xxx-xx-xxxx", ...}
9d27-088b9079ed10

Watchouts

e Theretention period/ lifespan of files on an SFTP site is 2 weeks from the onset of the initial file delivery time. After the retention periodis up,
the files will be purged

e Thepartner may read each file a maximum of 99 times. Once the limit is reached, the file will be inaccessible

e |fatimeoutoccurs, partner will have toretry the download from the beginning

e Basedon the size of the output file, the matched response file may be split into multiple files. The current limit is a compressed output file size
of 5gb, which translates to approximately 3M matched records.

e Anyduplicaterecords in the output file will remain as is, there will be no de-duplication within the processing of the file. The ordering of
records is not guaranteed to be maintained

Q&A

How do you retrieve job information?

e Jobinformation, such as the job status, number of invalid records, number of matched records, etc. will be available via a job status HTTP
endpoint. The ingestor will have to poll for this endpoint in order identify when a job has completed processing. See Section 2.

How can we recover failed transfers?

o Ifafile downloadfails, the entire file will have to be re-downloaded. There is a max file read limit that is set to 99, so if there are 99 read
operations performed on afile, it will become inaccessible. Additionally, any file on the SFTP site will be purged 2 weeks from the ingestion
time. Once the files are purged, if the partner wants to retrieve results, they must submit a new job, which will count as a new transaction.



What endpoint URL and protocol should we use for SFTP ingestion?
e Pleaseuse filetransferl.adp.com as your host on port 22.
What happens if a job status is stuck in "received" status?

e Therearemultiple reasons why a job might be stuck in "received" status. Onereason is that the file is still being processed/queue'd for
processingand the output files have not been generated. A rare case is that the file is unable to be processed. Reach out to your ADP product

contacts if you have any concerns about a particular job.

What happens if a particular job is not found, even after submitting a job via SFTP and waiting the required 15 minute time period for a job
status to be populated?

e First, check tomake suretheJobID is correct. If submitted via API, the Job ID is the GUID returned within the response payload of the submit
API, and should be used to query a job status. If the job was submitted via SFTP, the filename (minus the extension) should be used as the "job id"
field within the status API.

e Ifany of the following requirements are not met, the job status may not be populated and thus the job will not be processed:

o Thefilename of the submitted file is not unique (i.e. a previously submitted file contains the same name as the newly submitted file),
or does not contain a ".csv.gz.pgp" extension
o The corresponding JSON file containing the metadata of the job must also be submitted via SFTP and must contain the same filename
as the file containing employee records, with the following additional requirements:
n  This file must not be GZIP compressed
n  This file must not be OpenPGP encrypted
n  Thefilename must contain a" json" extension
o Ifthe)SON fileis not processed successfully for any other reason, i.e. not properly formatted, contains missing fields, or invalid field
values, the job may not be processed successfully.
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https://filetransfer1.adp.com/myfilegateway

