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Chapter 1

Prerequisite

You need to have the following ready before making your first API call:

e C(lientID and Client Secret: If you don't have this information, contact your client representative.
o Certificate Signing Request (CSR): For more detailed information, see the Certificate Signing
Request: https://developers.adp.com/articles/general/generate-a-certificate-signing-request
o Allowedaccess to ADP APl Gateway IP Addresses
o 1701469411
170.146.94.12
170.146.94.13
170.146.94.14
170.146.98.11
170.146.98.12
170.146.98.13
170.146.98.14

0 00 0 0 0o

Chapter 2

Installing and Preparing Postman

1. Install Postman from https://www.getpostman.com/apps

2.Using the following steps, add your ADP issued .PEM file and your KEY file (as part of the CSR process) into Postman for the domains. You can use

theinstructions found at https://www.getpostman.com/docs/postman/sending api requests/certificates

1. Click Settings.

28 My Workspace ¥ & Invite

Retrieve Access Token + e

> Retrieve Access Token

POST v https://accounts.adp.com/auth/oauth/v2/token
1) Body @
none form-data @ x-www-form-urlencoded raw binary GraphQL BETA
KEY VALUE DESCRIPTION
grant_type client_credentials
client_id 998ee954-51dd-4539-9e1b-794114dacd21
client_secret 3b98642c-39db-4b78-9f28-f8457681e2c8

Release Notes
Documentation
Security
Support

@postmanclient

v

Sign In

o

Examples (0) v

' Save v

Code

Bulk Edit

2. Click Certificates, add host: https://accounts.adp.com and select the CRT file (certificate) and KEY file. Then, click Add. Repeat the process

for https://api.adp.com


https://developers.adp.com/articles/general/generate-a-certificate-signing-request
https://www.getpostman.com/apps
https://www.getpostman.com/docs/postman/sending_api_requests/certificates

SETTINGS

General Themes Shortcuts Data Add-ons Certificates Proxy Update About

Client Certificates > Add Certificate

Host https:// accounts.adp.com
CRT file Select File
KEY file /  Select File
PFX file Select File

Passphrase

Learn more about working with certificates at our Learning Center.

1. On the Settings page, turn the SSL certificate verification on.

If you're not prompted to select a Secure Sockets Layer (SSL) certificate, and this is your first request in this Postman session, you should
check to make sure your SSL >certificate is installed correctly. After you have selected the proper certificate, you will not be prompted for a
certificate again until you start a new Postman session. If you know your SSL certificate is installed correctly, close Postman and open the
Google Chrome browser and try your request again.



SETTINGS

General Themes Shortcuts Data Add-ons Certificates Proxy Update About

REQUEST HEADERS

Trim keys and values in request body Send no-cache header

Experimental Codegen mode Send Postman Token header

SSL certificate verification @ Retain headers when clicking on links

Always open requests in new tab Automatically follow redirects

Always ask when closing unsaved tabs @ onN Send anonymous usage data to Postman

Language detection Auto v USER INTERFACE

Request timeout in ms (0 for infinity) Editor Font Size (px)

Max response size in MB (0 to infinity) Two-pane view

Automatically persist variable values Show icons with tab names
Enabling this will persist the current value of

variables to the initial value at the end of Variable autocomplete
every request execution.

Learn more about variable values

WORKING DIRECTORY

Collaborate on files used in requests by sharing your working
directory.

2.(Optional) Import the ADP APIs.
Postman allows you to store a collection of APIs and share them with others. ADP will continue to share sample collections on GITHUB.

For example, you can find the ADP Workforce Now collection by clicking here. When at the location, download the file and click Import to
import the list file.

New v

Rate this article

Chapter 3

Making your first call

Requesting a Bearer Token

Each request to one of ADP's APIs needs to be accompanied by an Authorization header containing a bearer token issued by the ADP Security Token Service.

1. In Postman, open the Token Request. To expose the headers, click Headers.

6


https://github.com/adpllc/marketplace-sample-payloads/blob/master/wfn/ADP%20WFN%20APIs.postman_collection.json

28 MyWorkspace ¥ & Invite Sign In

No Environment v ©o
Retrieve Access Token 4+ eee #
» Retrieve Access Token Examples (0) v
POST v https://accounts.adp.com/auth/oauth/v2/token “ Save v
(1) Body @ Cookies Code
none form-data @ x-www-form-urlencoded raw binary GraphQL BETA

KEY VALUE DESCRIPTION eee  Bulk Edit
grant_type client_credentials
client_id 998ee954-51dd-4539-9e1b-794114dacd21
client_secret 3b98642c-39db-4b78-9f28-f8457681e2c8

2.If your POST request is successful, you will receive an HTTP 200 from the server with your token in the body of the response. Copy
the access_token value.

Body (8) Status: 200 OK  Time: 272ms ~ Size: 396 B Save Response v
Pretty BETA  |SON v = mQ

1 |
2 "access_token": "5fcfleb6-2fc9-44ce-800f-01d7a3f40021",
3 ""token_type": "Bearer",
4 "expires_in": 3600,
5 "scope": "api"
6

¥ |

3. You will receive an Access Token in response, which is valid for one hour. The same can be used to make API calls by adding the following header:
Authorization: Bearer{accessToken}
Postman allows you to store a collection of APIs and share them with others. ADP will continue to share sample collections on GITHUB.

For example, you can find the ADP Workforce Now collection by clicking here. When at the location, download the file and click Import to import the
list file.

Making an API Call with your bearer token
If you already have an AP collection, you can select an API from a collection. The following sample shows selecting the GET HR - Worker (List) APl and
making the first call.
1. Open the HR> Worker (List) request and click Headers to expose the headers.
2. Paste your bearer token into the Authorization header and click Send.
Note

Remember to leave the Bearer and a space to the left of your token. Since Postman is a browser-based application, the browser cachingmechanism
will save responses to the cache. To ensure that changes you make in ADP applications are reflected in Postman, we recommend placing a cache-
buster into the query string between each request.

For example, preventCache=timestamp, where timestamp is a unique value such as the current time. You won't need to do this when you're
building your application because browser-based caching won't come into play.

If your request was successful, you'll receive an HTTP 200 message from the server within a few records. The following sample shows a response of
the GET HR - Worker (List) APl request:


https://github.com/adpllc/marketplace-sample-payloads/blob/master/wfn/ADP%20WFN%20APIs.postman_collection.json

Chapter 4

Frequently Encountered Errors and Resolutions

Received an HTTP 401 Error When Trying to Authenticate with ADP's Security Token Service

Error
AnHTTP 401 error is returned from the ADP Security Token Service when you fail to provide valid credentials in the request header.
Resolution
Take the following suggested troubleshooting steps before contacting your ADP Representative for assistance:
o Make sure you have base-64 encoded in your Open Authorization 2 (OAuth2) Client ID and Client Secret before sending them to the Authorization
header.
o Make sure you are also base-64 encoding the colon (*: ") between your OAuth2 Client ID and Client Secret.

o Make sure thereis a space between Basic and your base-64 encoded credentials.
e Make sure you areincluding your ADP-issued SSL Certificate in the request.

Received an HTTP 401 Error from Other APIs

Error
AnHTTP 401 error is returned from APIs other than the ADP Security Token Service when you fail to provide a valid bearer token in the request header.
Resolution

Take the following suggested troubleshooting steps before contacting your ADP Representative for assistance:

o Make sure you have added an Authorization header to your request along with the bearer token you fetched from the ADP Security Token Service.

o Make sure you have a space between the Bearer and the token you are usingin the Authorization header.

o Check the body of the response for an "expired token" message. If that message is present in theresponse, fetchinga fresh bearer token and
resubmitting your request shouldresolve the issue.

Received an HTTP 403 Error

Error

An HTTP 403 error is returned from the server when the bearer token you providedis valid, but you are not authorized to access the resource you have
requested.

Resolution

First, confirm that you have not made a mistake in the request Uniform Resource Indicator (URI). If the request URI is correct, contact your ADP
Representative torequest access to the URI in question.

Chapter 5

Other useful link



e APl Common Exceptions and Tips for Handling

e Sample Postman collection:
https://github.com/adpllc/marketplace-sample- payloads/blob/master/wfn/ADP%20WFN%20APIs.postman collection json

Chapter 6

Using the Postman Collection

1. Navigate to https://github.com/adpllc/marketplace-sample-payloads/tree/master/wfn.

2. Copy the entire JavaScript Object Notation (JSON), which is highlighted as follows:

adplic / marketplace-sample-payloads ©Watch 3 ¥ Star
<> Code Issues 0 Pull requests 1 Projects 0 Security Insights
Join GitHub today
GitHub is home to over 40 million developers working together to host
and review code, manage projects, and build software together.
Branch: master v marketplace-sample-payloads / wfn / ADP WFN APIs.postman_collection.json
I 7 SObulreddypalli New

2 contributors g
1951 lines (1951 sloc) 73.2 KB Raw  Blame

2 YFork M
Dismiss
Find file = Copy path

f65aff2 on Feb 18

History [J » [T

{
"info": {
"name": "ADP APIs",
"_postman_id": "dd97c527-5c24-59dc-24a7-49c8e2a28e86",
"description”: "ADP API endpoints."”,
"schema": "https://schema.getpostman.com/json/collection/v2.0.0/collection.json"

1
"item": [
{
"name": "Core",
"description": "",
"item": [
{

"name": "Event Notification Message V1 (Latest)",
"request”: {
"method":

“GET",

3. Select Postman > Import Tab > Paste Raw Text.



https://developers.adp.com/services/elasticsearch/articles/general/d8ec94ad8e656f716d0244cfb0904876cac6cc4f/doc/APICommonExceptionsandTipsforHandling.pdf
https://github.com/adpllc/marketplace-sample-payloads/blob/master/wfn/ADP%20WFN%20APIs.postman_collection.json
https://github.com/adpllc/marketplace-sample-payloads/tree/master/wfn

IMPORT

Import a Postman Collection, Environment, data dump, curl command, or a RAML /
WADL / Open API (1.0/2.0/3.0) / Runscope file.

Import File Import Folder Import From Link Paste Raw Text

LALLTIIL_oTuwlI L 4

: "{{client-secret}}"

]
}

"description": "A request to get an OAuth
bearer token for our demo ADP Workforce Now by adding an
adding the grant type and credentials to the URI query
string."

3

"response": []

4. Click Import

Chapter 7

Making your first API call with POSTMAN

Create a connection based on your grant type using the connection factory

10



# Using the new configuration object create a connection
acConnection = ADPAPIConnectionFactory().create Connection(AuthorizationCode Configuration)

Chapter 8

Create a Connection Object - Python

Create a connection based on your grant type using the connection factory

# Using the new configuration object create a connection
acConnection = ADPAPIConnectionFactory().create Connection(AuthorizationCode Configuration)

Chapter 9

Create a Connection Object - Java

Create a connection based on your grant type using the connection factory

//get ADP connection using Connection factory and configuration
authorizationCodeConnection = (AuthorizationCodeConnection)
CONNECTION_FACTORY_INSTANCE.create Connection(authorizationCode Configuration);

//get Url from authorization connection
authorizationUrl = "redirect:" + authorizationCode Connection.getAuthorizationUrl();

//CALL BACK HANDLER
//get code value

String requestCode = (String) request.getParameter("code”);

//map request code to connection configuration
((AuthorizationCode Configuration) authorizationCodeConnection.getConnectionConfiguration()).setAuthorizationCode(requestCode);
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