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How to get started with ADP® API Central

Welcometo ADP API Central!! The following guide will help you add team members, start
projects, get certificatesand change access permissions for your integration projects.
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Chapter 2

How to add Members to API-Central

How to add members in ADP® API Central

Welcome to ADP API Central!! The following guide will help you add team members to work
on your integration projects.

Adding Members

When you access ADP API Central at api-central.adp.com, by default you'll land on the Members
page. This is where you can add internal or external team members to assist with your integration
projects and assign their roles, including the ability to initiate their own projects.

Members/

Members

Manage team access and roles

There are times when you may need others — both within and outside of your
application. Use the buttans below to add and assign roles to internal and exter

User roles

Members of AP| Central Prod Test (13) @ R <_

the member of your organization you'd like to add. Internal members must be

How to add internal members. Click the Add internal member button and search for
registered users on your ADP platform.

Add a member from your org
<—
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How to add members in ADP® API Central

Once you locate and select the new member from your search, you must assign their user role(s). Note:
You must select at least one role for each member. Then select the Add button to complete the process.

User User ID Email Role

Employee Name Employee ADP User ID Employee Email Address

(

titem

-)[e7a ] <_

&) Certificate user

| Member user

How to add external members

You may add external users to API Central, who may be a vendor or technical resource that will be

working on the integration project utilizing the ADP APlIs.

Click the Add external member button, located below
your list of internal members.

Fill out the required contact information and assign their
user roles as before and click Save.

Available roles Assign  role(s)

=7

Certificate ussr ‘

Sekect st lenat 1 roke

Add external member

Firstname®

) @rew

Lastname*
Assign
— Mo role bas been ssigriod yet!

Get started by selecting ot least ane available role.
Email address®

Member user Assign
Phone number”

US = Enter phone number

Need more help? Open a support ticket.
'

Feedback Alerts

o

Help
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Add external member

This process will create ADP
credentialsto access both API
Central and the developer's
website. Note that the
username will be displayed
for members in this section;
usernameis first initial, last
name @"Client Database ID".

Need help?

Need implementation consultation?

Purchase one-on-one consultation
by the hour
[# Learn more




Chapter 3
How to create a Project in API-Central

How to create a project in ADP® API Central

Welcome to ADP API Central! This guide will help you create an integration project.

1 Access ADP API Central at api-central.adp.com. Navigate to the Projects tab.
Then select the Create a project button.

<« C M )  https//api-central.adp.com/projects Q A Ty ] m = dy
m s @

Feedback Alerts Help

= /3P APICentral

A Projects

Projects <—

W Certificate

© Members

& |ntegration Services

In the pop-up window, add your project name and description, then click Next.

Note:Projectscannot be deleted — so
g::ate new project consider your naming convention accordingly.
Project descriptions are optional.

I Project details
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How to create a project in ADP® API Central

On the next screen, select the use case that best describes the type of data you are trying to access,
then click Create Project. API Central will assign the appropriate APls.

Create new project
for ADP Workforce Now®

. Usecasels) @
Use case selection

© Employee Demographic Data (Read Only)

Note: The use cases listed are a starting
point. They include the most popular
APIs. Afteryou create your project, you can
add additional APIs by selecting the "Need
more APIs" link inthe user interface.

Time & Artendance (Read Only)

Caneel

 Back

Create Projest

<_

Once you have created a project it will

select the View project button.

be represented on your Projects page with a project card.

Each project you create will be added to your Projects page. To access an individual project,

Your Project Name
Data connector

Use Case

Employee Demographic Data...

Description

View project

—>

Added Oct 26, 2023

Note: All projects have the "Data connector subhead.

This example project card has the following characteristics:
+ Name: Your Project Name

+ Use Case: Employee Demographics Data

« Description: (View from drop down list)

+ Date added/created: Oct. 26, 2023
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How to create a project in ADP® API Central

5 Select View project to view and copy your client ID and client secret.
. Obtain an access token from ADP,
Your Project Name
Data connector Use your client credentials and security certificate to obtain an access token from ADP.
Ry OGO AR R,
Use Case Client ID

Employee Demographic Data...

> Copy client ID

Description v

RSy Y YR g

Client secret

—> ||| View project Added Oct 26, 2023

Need more help? Open a support ticket. Click Help on the upper right menu.
Then select the Contact support button.

<« C m )  https//api-central.adp.com/projects = ] m = }e
32 APICentral - 2 o
Feedback Alerts | Help
Need help?
# Projects
Contact support
Al Certificate
© Members Need implementation consultation?
Purchase one-on-one consultation
& Integration Services by the hour.
[ Learn more
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Chapter 4
How to manage Certificates in API-Central

How to create and manage certificates in ADP® APl Central

Welcome to ADP API Central! Before you can start working on your projects, you must create a
security certificate. This guide will help you create and manage certificates and tokens to enable

your team to build integrationprojects.
the Projects menu and navigate to Step 1. Generate a security certificate for your
organization. Select Request Certificate from the drop-down menu.

= m API Central

Create a certificate: Select Certificate from the menu or click View project from

= 3P APICertral

& Back to all projects

# Projects Your Project Name -
Your project description
I.-I Cartificate I < Credentials  APls
& Members

API credentials

Follow these steps to begin your integration with ADP.

<—

& Integration Services

Or Generate a security certificate for your organization. >
Your Project Name Step 2
Data connector
Obtain an access token from ADP. -~
Use Case
Employee Demographic Data...
Token endpoint and code snippet cURL
Description ~
P Step 3
( y Call ADP APls to exchange data. w
| View project Added Oct 26, 2023 <—
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How to create and manage certificates in ADP® API Central

2 You will see the Certificate Wizard. Select Next on the Wizard.

Request new security certificate

Getting started

Getting started

Generate private key

Copy/paste private key

Generate cer lificate

Create your digital identity.

H your organization does not yet have a signed certificate from ADP's Certificate Authority (CA) or your
existing certificate has expired, you may use this wizard to generate and submit a Certificate Signing
Request [CSR) ta ADP's CA for signing. If you prefer to create the CSR on your own, follow the instructions
here.

<—

Name your certificate and fill out your organization information. Select Next.

3

Request new security certificate

Note: The Organization
Nameis preset to the

Generateprivate ey Complete form to generate a certificate signing request (CSR). All fields are required. O;‘gaﬂ Lzatlon Name ADP has

o o st on file and cannot be edited.

| settngstartes Generate private key

Copyfpaste private key

Generate certificate
Crganization name.

Your Organization Name

Crganization unit name (z.g. HR, IT, ete.)

Country

Suate/Provines name

Lecality (s.g. Ciy)

Business emall

cancal | € Back <_
Copyright © 2024 ADP, Inc. Proprietary and Confidential. m
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How to create and manage certificates in ADP® API Central

lg Copy your private key and save it to your computer.
Note: For security reasons,
P— Copy/paste private key ADP can neither store nor
Geneate v ey For sty resion, ADP can nfher Sore o i 15 e o Yot tr Gk, Pl save 0 your compute o You retrieve your private key.
Copppameprtaty P cop oyl i 3t 0 o e e o 1 Please save it to your
I " r— <_ computer. Youwill need this
| key to access the ADP APIs.
5 Once your certificate has been created, you will see the details on the certificate card

including the generation date, the expiration date, a link to view or download the .pem file.

Certindates You will be notified before your
) certificate expires.
Curifioatemmmommt When your signed certificate is within
Your Mutual S5L 8 60 days of expiration, all individuals who
et have active status in the Members tab
Do 0, 2t will receive multiple notifications at
s regular intervals untilit has expired. If
AT e ot S you would like to stop receiving
e " Brewed certificate expirationnotices, youmay
ity opt out by adjusting your settings.

Need more help? Open a support ticket.

= /3P APICentral - & (2

Need help? Feedback Alerts | Help

Need implementation consultation?

Purchase one-on-one consultation
by the hour.

[ Learn more

Copyright © 2024 ADP, Inc. Proprietary and Confidential. m

13



Chapter 5

How to set Workforce Now Permission

How to set ADP Workforce Now® access permissions for ADP® API Central

ADP API Central projects have access to data fields in ADP Workforce Now. This guide reviews the process of
setting security access and profile permissions for projects using ADP APl Masking for Sensitive Personal
Information (SPI). This process must be done by a Workforce Now administrator. By default, all SPlis masked.

From the ADP Workforce Now console, you can view these settings by navigating to:
Setup > Security > Access Permissions > Manage Profiles > Find the APl Central Profile

Log in to ADP Workforce Now and click Setup.

£33 Field Test WFN3FT6E

Home Resources ~ My Team ~ People ~ Process - Reports & Analytics - m <_

Heme Resources » My Team = Pesple ~ Presess - Reports & Analyties = Setup ~

Tools

£EP  Pield Tost WENSFTSE

S
g

My Team ~

Access Permissions

Manage Individual Permissions Manage Prefile Permissions

55 49 peopls and thelf information. Glve parmissions to 3 group o peaple.

M

—
mags Feople |
Leam mors

*
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How to set ADP Workforce Now® access permissions for ADP® API Central

in API Central and click on the name.

Locate the APl Central project name that was generated when you created your project

Name $ I Role & Members $ ||

API Central Project Name o
Practiioner 1

Rules ¢ || Status &

- Active

5 Click on the tab 2. Sensitive Personal Information. All SPI is masked by default.
If the data is needed in the API project output, you can update the settings and save.

Description Role
AP| Central automated profile  #

Profile Name

APl Central Employee DataSyne Practitioner

1. Menus & Faatures I 2. Sensitive Personal Information

Sensitive Personal Information

Define how members can view and edit private information,

Personal Info On Screens

Bank Account & Routing # masking Full Masking without Edit

Practitioner EXample: sssesssssssssssss

Birth Date masking | Full Masking withaut Edit

Practitioner

Example: es/ee/sese

Tax ID masking | Full Masking without Edit
|

Practitioner

BB (oo | [(nen

Example: sss-es-ssse

Cancel

59 APICentral . o

Feedback Alerts

Need help?
s

Need implementation consultation?

Need more help?
Open a support ticket.

Purchase one-on-one consultation

by the hour.

[A Learn more

(%]

Help
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