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Chapter 3

Frequently Encountered Errors and Resolutions

Contacting your ADP representative

Before contacting your ADP representative for support first, please:

Confirm that you have followed all the necessary steps to make calls to the ADP APIs.
Check the errors outlined on this page to see if any of them match the error you get.

When contacting your ADP representative via ADP eService, please:

Provide the API call you are executing. For example GET https://api.eu.adp.com/hr/v2/workers?$top=10.

Provide the error code (status) and message you are getting.
Provide the ADP-CorrelationID from the reponse headers.

 

HTTP 401 - invalid_client 

An HTTP 401 error is returned from the ADP Security Token Service when you do a token request call and fail to provide valid credentials in the
request header.
 

Resolution
Make sure you have the client_id, client_secret and grant_type in the authorization headers. Make sure you use the correct values for the
client_id and client_secret. See the previous chapter.
 

HTTP 401 - invalid_request 

Status 401 Unauthorized

Error invalid_client

Error description The given client credentials were not valid

Status 401 Unauthorized

Error invalid_request

Error description proper client ssl certificate was not presented

https://developers.adp.com/articles/guides/adp-marketplace-esi---making-your-first-api-call-using-postman-?chapter=2


5

An HTTP 401 error is returned from the ADP Security Token Service when you do a token request call and fail to provide the correct certificate.
The certificate can be either missing or incorrect.

Resolution
Make sure you are including your ADP-issued SSL Certificate in the request. See the previous chapter.
 

HTTP 401 - Unauthorized

Error
An HTTP 401 Unauthorized error is returned when doing a feature call and you fail to provide a valid bearer token in the request header. Or the
token you used, is expired.

Resolution
Make sure you have added an Authorization header to your request along with a valid bearer token you fetched from the ADP Security Token
Service. The Header WWW- Authenticate will provide the value Bearer error="Invalid request" when this occurs.

HTTP 403 - Invalid scope

Error
An HTTP 403 Invalid scope error is returned from the server when the bearer token you provided is valid, but you are not authorized to access
the resource you have requested.

https://developers.adp.com/articles/guides/adp-marketplace-esi---making-your-first-api-call-using-postman-?chapter=2
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Resolution
First confirm that you have not made a mistake in the request Uniform Resource Indicator (URI). If there quest URI is correct, contact your ADP
Representative to request access to the URI in question.

HTTP 404 -  Canonical URI not found

Error
An HTTP 404 error is returned from the server when the URL you provided is invalid.

Resolution
First confirm that you have not made a mistake in the requested URL. If the requested URL is correct, contact your ADP representative.


